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The Diamond Model accurately details the
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apply advanced concepts such as clustering,

classification, game theory, graph analysis, and others. The Diamond Model integrates the known malicious

Capab”lty events of a activity thread with the postulated attack
paths of an attack graph into a new form: the Activity-
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adversary based on what is possible and informed by
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success relies on the understanding of the relationship These features are edge-connected representing their underlying relationships and arranged in the shape of a diamond, giving the
between features. The Diamond edges illustrate the model its name: the Diamond Model. It further defines additional meta-features to support higher-level constructs such as linking
relationship between features and highlight potential events together into activity threads and further coalescing events and threads into activity groups. Diamond events, adversary processes, and activity
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